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Overview
This Policy sets out the principles, rules, and minimum controls that Workforce Members must follow when using Artificial Intelligence (AI) tools in connection with work. It applies to the use of standalone AI applications, AI-enabled features embedded in workplace software, and any other AI capability used to create, analyse, summarise, recommend, automate, or support business outputs within the organisation.
AI technologies can improve productivity, consistency, speed, and decision support across a wide range of business activities, including drafting, research, summarisation, analysis, and operational assistance. At the same time, improper or uncontrolled use can introduce significant risks, such as disclosure of confidential information, inaccurate or misleading outputs, biased recommendations, compliance failures, weak auditability, and reputational harm. This Policy therefore establishes clear and enforceable requirements so that AI is used in a way that supports innovation while maintaining security, privacy, accountability, and regulatory compliance.
All Workforce Members are expected to follow these core requirements:
1. Use only Approved AI Tools for work wherever available
1. Never input confidential, personal, financial, health, audit, or source code data into non‑approved or public AI tools
1. Treat AI outputs as assistance only and verify accuracy before use
1. Maintain human accountability for all decisions and outcomes
This Policy applies a risk-based approach to AI use:
1. Low risk uses are allowed with basic safeguards
1. Medium risk uses require additional review and documentation
1. High risk uses require formal approval and ongoing monitoring
Failure to comply with this Policy may result in disciplinary action and may expose the organisation to regulatory, financial, and reputational risk.
1. Purpose
1.1 This Policy establishes clear, practical rules for the safe and responsible use of Artificial Intelligence (AI), including generative AI and AI-enabled features embedded in workplace tools.
1.2 The objectives are to:
1. Enable productivity, innovation, and quality improvement through appropriate AI use
1. Protect confidentiality, privacy, and security of organisational and customer information
1. Prevent data leakage, misuse, and reputational harm
1. Ensure regulatory compliance and strong governance in a high-risk environment
1. Maintain human accountability for all business decisions and outcomes
2. Scope
2.1 This Policy applies to:
1. All employees, contractors, consultants, temporary staff, and any third parties acting on behalf of the organisation (“Workforce Members”)
1. All uses of AI for work purposes, whether using:
13. Organisation-provided or organisation-approved AI tools
13. AI features embedded in productivity applications (e.g., document drafting, summarisation, coding assistance, analytics)
13. Public or non-approved AI tools accessed via web, mobile apps, browser extensions, or plugins
2.2 This Policy covers all data types handled by the organisation, including but not limited to:
1. Personal data (including customer and employee data)
1. Financial data
1. Health data
1. Internal audit, risk, investigation, and control materials
1. Proprietary source code and technical designs
1. Confidential business information and trade secrets
3. Definitions
3.1 Artificial Intelligence (AI): Systems or features that generate, predict, summarise, classify, recommend, or automate tasks based on data and models.
3.2 Generative AI: AI that produces new content (text, code, images, audio, video, summaries, or analyses) from prompts or instructions.
3.3 AI Tool: Any application, service, embedded feature, plugin, or API that uses AI capabilities.
3.4 Approved AI Tools: AI tools that are formally authorised by the organisation and meet security, privacy, auditability, and contractual requirements.
3.5 Non‑Approved AI Tools: Any AI tool not formally authorised, including public AI services and consumer accounts of AI products.
3.6 Confidential Information: Any non-public organisational information including personal, financial, health, audit/risk materials, source code, security configurations, or commercially sensitive information.
3.7 High‑Risk Use Case: AI use that can materially impact individuals’ rights, employment outcomes, financial approvals, audit conclusions, health-related determinations, or regulatory obligations.
3.8 Human-in-the-Loop: A control requiring a qualified person to review, validate, and take responsibility for AI-supported outputs before use.
4. Guiding Principles
4.1 Human accountability and oversight: Workforce Members remain responsible for decisions, actions, and outcomes. AI does not replace professional judgment.
4.2 Privacy and security by design: Use AI in ways that protect data confidentiality, integrity, and availability.
4.3 Fairness and bias avoidance: Use AI in ways that reduce discriminatory impact and avoid unjustified differential treatment.
4.4 Reliability, safety, and accuracy: Validate outputs for correctness and appropriateness before use.
4.5 Transparency and explainability: Where AI influences work outputs or decisions, ensure the rationale and limitations are understood and documented where required.
4.6 Least-privilege access: Only use the minimum data necessary, accessed only by authorised personnel.
4.7 Risk‑based governance: Higher-risk uses require stronger controls, review, and approval.
5. Approved vs Non‑Approved AI Tools
5.1 Approved AI Tools
Approved AI tools must meet organisational requirements, including:
1. Enterprise identity and access controls (e.g., single sign-on and role-based access)
1. Data protection controls appropriate to the organisation’s data classifications
1. Logging, monitoring, and auditability
1. Configuration controls (e.g., admin policies, retention, sharing restrictions)
1. Vendor and model risk assessment where applicable
5.2 Non‑Approved AI Tools
Non‑approved AI tools include, but are not limited to:
1. Public AI chatbots and consumer AI applications accessed without enterprise controls
1. AI browser extensions and plugins not vetted and approved
1. Personal accounts of otherwise enterprise-capable AI tools
1. Any AI API integrated into internal systems without formal approval
5.3 Rule of Use
1. Workforce Members must use Approved AI Tools for work-related AI activities whenever available.
1. If an appropriate Approved AI Tool is not available, Workforce Members must follow the Governance and Approval Model (Section 11) before using any alternative AI tool for work purposes.
6. Data Handling Rules (Including Explicit “DO NOT” Rules)
6.1 Core Data Protection Rule (Non‑Negotiable)
1. Confidential, personal, financial, health, internal audit/risk materials, and proprietary source‑code data must never be entered into non‑approved or public AI tools.
6.2 DO NOT Rules (Prohibited Data Actions)
Workforce Members must not:
1. Enter, paste, upload, or otherwise provide to any non‑approved or public AI tool any:
31. Personal data (customers, employees, prospects)
31. Financial data (transactions, balances, pricing, forecasts not public)
31. Health data (medical details, claims, assessments)
31. Internal audit, risk, investigation, compliance, or control documents
31. Proprietary source code, credentials, keys, secrets, tokens, or configuration details
31. Non-public business plans, contracts, legal advice, or confidential communications
2. Use AI tools to store, “remember,” or retain confidential information outside approved repositories.
3. Use AI to bypass security controls, access restrictions, or data classification requirements.
4. Provide AI tools with:
31. Authentication credentials
31. Private keys, certificates, secrets, or tokens
31. Internal system architecture diagrams or security findings
5. Upload entire documents or datasets to AI tools unless:
31. The tool is Approved, and
31. The data classification permits it, and
31. The purpose requires it, and
31. Access is limited to authorised users
6.3 Minimum Necessary Data
When using Approved AI Tools, Workforce Members must:
1. Use the minimum amount of data required to achieve the task
1. Prefer anonymised, redacted, aggregated, or synthetic data whenever feasible
1. Remove direct identifiers (names, IDs, account numbers, addresses) unless explicitly authorised and necessary
6.4 Data Classification and Labeling
1. Data shared with Approved AI Tools must comply with organisational data classification rules and labeling requirements.
1. Where available, apply the appropriate sensitivity label before using AI features on content.
7. Permitted Uses (Examples)
Subject to Sections 6, 9, 10, and 11, permitted uses include:
7.1 Productivity and drafting support (with human review):
1. Drafting internal communications, outlines, agendas, and non-sensitive reports
1. Summarising non-confidential meeting notes and action items
1. Rewriting for clarity, tone, grammar, or translation of non-sensitive text
7.2 Analysis and insights (with appropriate data controls):
1. Generating high-level summaries from approved, appropriately classified datasets
1. Creating templates, checklists, SOP drafts, or training materials based on non-confidential inputs
1. Brainstorming options, risks, mitigations, and decision frameworks
7.3 Engineering and technical assistance (approved environments only):
1. Code suggestions for non-sensitive modules or using approved secure coding assistants
1. Explaining error messages and proposing debugging steps using non-confidential snippets
1. Drafting documentation for internal use without exposing secrets or proprietary architecture
7.4 Customer and operational support (restricted and controlled):
1. Drafting response templates and knowledge-base articles using non-personal and non-confidential inputs
1. Generating scripts, FAQs, and process maps based on approved content
8. Prohibited Uses
8.1 Decisions that must not be made by AI (Mandatory Human Decision-Making)
AI must not make the final decision or determine outcomes for:
1. Hiring, firing, promotion, compensation, or performance evaluation
1. Financial approvals, credit decisions, payment releases, or authorisation of transactions
1. Audit conclusions, risk ratings, control effectiveness determinations, or investigation outcomes
1. Health-related determinations, assessments, or recommendations affecting individuals
1. Any decision that materially impacts individuals’ rights, benefits, or access to services
8.2 Other prohibited uses
Workforce Members must not:
1. Present AI-generated content as verified fact without validation (see Section 10)
1. Use AI to generate misleading, deceptive, or impersonation content
1. Use AI to create or modify records in a way that hides errors, controls failures, or audit trails
1. Use AI to generate code intended to exploit vulnerabilities or weaken security controls
1. Use AI outputs to circumvent policies, approvals, segregation of duties, or mandatory checks
1. Use AI to process or infer sensitive attributes about individuals unless explicitly approved for a legitimate, documented purpose
9. Risk Tiers and Required Controls (Low / Medium / High)
9.1 Risk Tier Definitions
1. Low Risk: AI used for personal productivity or drafting where:
59. Inputs are non-confidential or appropriately sanitised
59. Outputs are advisory and not used for regulated or high-impact decisions
1. Medium Risk: AI used to support business processes where:
60. Outputs influence internal decisions, external communications, customer interactions, or operational actions
60. Some controlled, non-sensitive internal data may be used in Approved tools
1. High Risk: AI used in contexts that:
61. Affect individuals’ rights, employment, financial outcomes, health-related determinations, audit/risk conclusions, or regulatory obligations
61. Use sensitive datasets, models, or automation that can materially impact the organisation
61. Can cause significant harm if inaccurate, biased, or misused
9.2 Minimum Control Requirements by Tier
1. Low Risk (Self-service with safeguards):
62. Use Approved AI Tools where possible
62. Do not enter confidential/sensitive data
62. Human review before sharing externally or acting on outputs
1. Medium Risk (Manager + domain review):
63. Use Approved AI Tools only
63. Document purpose, data type, and intended use
63. Human review by a qualified person; additional review for external-facing outputs
63. Apply quality checks and retain evidence where required
1. High Risk (Formal approval and ongoing monitoring):
64. Requires approval per Section 11 before implementation or use
64. Risk assessment, testing for accuracy/bias, and controls validation
64. Documented human oversight and decision accountability
64. Enhanced monitoring, audit logging, and periodic review
10. Human Review and Quality Controls
10.1 Verification Requirement (Non‑Negotiable)
1. AI outputs must not be treated as facts without human verification.
Workforce Members must verify:
1. Accuracy (numbers, claims, citations, summaries, calculations)
1. Completeness (missing exceptions, edge cases, assumptions)
1. Appropriateness (tone, confidentiality, compliance, fairness)
10.2 Minimum Quality Controls
Depending on risk tier and use case, apply:
1. Cross-checking against authoritative sources (systems of record, approved policies, validated datasets)
1. Peer review or second-person review for Medium and High risk outputs
1. Testing and validation for AI-assisted code (unit tests, security scans, code review)
1. Clear versioning and retention of drafts where required
1. Disclosure within internal work products when AI materially contributed, where required by internal standards
10.3 No “Auto-Execute” for High-Impact Actions
1. AI-generated recommendations must not be automatically executed for high-impact actions without explicit human authorisation and appropriate approvals.
11. Governance and Approval Model
11.1 Roles and Responsibilities
1. All Workforce Members: Follow this Policy, protect data, verify outputs, report incidents.
1. People Managers: Ensure team compliance, approve Medium risk usage where designated, enforce training completion.
1. Data Owners: Approve data access and ensure classification and usage constraints are applied.
1. Information Security: Approves tools, defines security controls, monitors usage, manages incidents.
1. Risk/Compliance: Defines risk requirements, validates controls for Medium/High risk use cases.
1. Legal/Privacy: Reviews privacy implications and contractual requirements for tool use and data processing.
1. Internal Audit (as applicable): Assesses governance effectiveness and control operation.
1. AI Governance Body (or designated committee): Approves High risk use cases, exceptions, and enterprise AI standards.
11.2 Approval Process (Practical Summary)
1. Low Risk: Permitted within this Policy if Approved tools are used and data rules are followed.
1. Medium Risk: Requires documented use-case description and manager/domain approval as defined by organisational procedure.
1. High Risk: Requires formal submission and approval before use, including:
85. Purpose and scope
85. Data types and classification
85. Tool/model details and access controls
85. Risk assessment (privacy, security, bias, operational, reputational)
85. Testing/validation plan and monitoring plan
85. Human oversight design and accountability mapping
11.3 Exceptions
1. Any exception to this Policy must be formally documented, time-bound, risk-assessed, and approved by the designated governance authorities.
12. Training and AI Literacy
12.1 All Workforce Members must complete required training, including:
1. Safe AI use and data handling
1. Recognising hallucinations, errors, bias, and limitations
1. Secure prompting and sanitisation practices
1. Using Approved AI Tools effectively and responsibly
1. Reporting suspected incidents and policy violations
12.2 Role-based training is mandatory for teams using Medium or High risk AI use cases (e.g., HR, Finance, Audit, Risk, Engineering, Customer Operations).
13. Incident Reporting
13.1 Workforce Members must report immediately if they suspect:
1. Confidential or sensitive data was entered into a non‑approved/public AI tool
1. AI outputs caused or may cause customer harm, financial loss, control failures, or reputational risk
1. Unauthorised access, unusual tool behaviour, or possible compromise
1. AI-generated content was distributed externally without required review
13.2 Reporting must be made through the organisation’s designated incident channels.
13.3 Workforce Members must preserve relevant evidence (prompts, outputs, logs, files) consistent with security guidance and must not attempt to conceal or delete records related to an incident.
14. Enforcement and Consequences
14.1 Compliance with this Policy is mandatory.
14.2 Violations may result in corrective actions, up to and including:
1. Removal of AI tool access
1. Mandatory retraining
1. Disciplinary action, contract termination, and/or other remedial actions
1. Referral to relevant control functions for further review where required
14.3 The organisation may monitor and audit AI tool usage, access logs, and related activity to ensure compliance with this Policy and to protect organisational assets and stakeholders.

Employee Summary: What This Means for You
1. Use Approved AI Tools for work whenever available; do not use public/non-approved AI tools for work tasks involving organisational information.
1. Never enter confidential data (personal, financial, health, audit/risk materials, or source code) into non‑approved or public AI tools.
1. Treat AI as an assistant, not an authority; verify outputs before you rely on them.
1. Do not paste credentials, secrets, tokens, or security details into any AI tool.
1. Use the minimum necessary data; prefer anonymised or redacted inputs.
1. AI must not make final decisions for hiring, firing, performance, financial approvals, audit conclusions, or health-related determinations.
1. For Medium risk work, ensure you have the required manager/domain review and documentation.
1. For High risk uses, get formal approval before using AI or deploying AI-supported processes.
1. Review AI-generated drafts for accuracy, confidentiality, bias, and appropriate tone before sharing.
1. Do not let AI automatically execute high-impact actions; keep a human in control.
1. Report immediately if you suspect data was exposed, an AI tool behaved unexpectedly, or an AI output caused harm.
1. If unsure whether your use is allowed, pause and seek guidance through the approved governance channel.
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111. Some controlled, non-sensitive internal data may be used in Approved tools
111. Affect individuals’ rights, employment, financial outcomes, health-related determinations, audit/risk conclusions, or regulatory obligations
111. Use sensitive datasets, models, or automation that can materially impact the organisation
111. Can cause significant harm if inaccurate, biased, or misused
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111. Use Approved AI Tools only
111. Document purpose, data type, and intended use
111. Human review by a qualified person; additional review for external-facing outputs
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111. Requires approval per Section 11 before implementation or use
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111. Documented human oversight and decision accountability
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